Evaluate the current login
parameter for consistency and

complexity to ensure security.

Test whether the internal IT of

the organization performs system

auditing, logging, and mitigation.
The component involves
cooperation from IT staff, and

departmental directors.

The assessment investigates
through logging and monitoring,
the user rights set against a
current IT policy and/or or

compliance-ready standard

operating procedures.

Assess the existence and
implementation of file
permissions that ensures
protection of sensitive data and
prevents distribution of industry
secrets, customer data, credit

card information, etc.

Test for password complexity,
encryption, and difficulty to hack
by a remote user and/or

unauthorized party.

DEEDOC MANAGED SECURITY SER

Policy Compliance Assessment

1SO 27001

REGISTERED FIEM

DeeDoc Managed Security Services’ Policy Compliance
Assessment provides organizations with information to
proactively measure the comprehensive best practices
across the enterprise. The automated component of the
service will help the organization’s compliance and
security officers better understand IT policies, gauge the
organization’s level of compliance, and implement
industry-mandated compliance initiatives. DMSS utilizes
a comprehensive series of system security tests and
monitoring tools that measures, reports, and assesses
various aspects of security as mandated by ISO-27001
and CPI. The Policy Compliance Assessment by DMSS
will not only test and report IT compliance levels, but will
also prepare, upon the client’s initiatives, the organization
as an ISO-accredited firm and/or PCI-DSS (Payment

Card Industry Data Security Standard) firm.

Service Overview:

4 DeeDoc’s Policy Compliance Assessment
(PCA) is a compliance testing and evaluation

service.

4  DeeDoc’s PCA is geared toward providing
clients information needed to assess readiness
for external audit that includes IT auditing and

compliance auditing.

4 DeeDoc provides quarterly, semi-annually, and
yearly re-evaluation of the organization’s level of

IT compliance.

DMSS specializes in fully integrating its Security
Management and Event Management solutions with
database transaction and user transaction monitoring.
The integration allows DMSS agents to monitor how
sensitive information such as financial, customer, and
intra-company data is accessed and used. The
previous is reflective of providing compliance to
protecting customer data through the PCI-DSS. The
DMSS Team of assessors will at minimum identify
whether the organization has the following controls
set in place: 1) firewall and intrusion detection, 2) a
database/application monitoring system, log
management system, security management, and

other compliance controls.

DeeDoc Managed

(b Security

Services



DMSS measures the level of
security management set in place.
The security management
assessment includes the level of
firewall use and configuration,
password management,
vulnerability management, strong
access control implementation,

and policy management.

An evaluation of whether the
client’s log management system, if
any, stores logs in a secure

manner for audit purposes.

With DMSS'’s automated testing
and monitoring tools, we can offer
an easy-to-understand report on
an organization’s level of IT
compliance to major regulations

including ISO and PCI-DSS.

For more information on any of our
products or services please visit us

on the Web at:

http://www.deedoc.com
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Service Features and Benefits

mmmel;gnmé,é wmesshgneqplremenbs An internal assessment of an organization’s IT security
infrastructure will minimize the risk of failing an industry-
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The DMSS Policy Compliance Assessment includes an

5 .D Securlb cardhOIder wide audit, which is composed of IT security controls.
i

assessment of IT controls, comparison to IT compliance,
and a summary report to assess level of compliance.

i ;acceSSSg bemmg ! The benefits of using the service are as follows :

l"""’m ’iig o] example

environmen

Conbrols - A
DSS ; »  Proof of due diligence — minimization of risk
m and future litigation if security controls are
below audit standards in case of financial and
customer data breach and compromise

»  Preparation to mitigate and/or take steps

towards compliance accreditation

DeeDoc Managed Security Services (DMSS) can
support financial, private, payment and educational
institutions in assessing compliance levels and help
prepare for security standards accreditations.

Figure 1: PCI-DSS Compliance Controls and Requirements
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OTHER AVAILABLE
SERVICES

Policy Drafting

ISO Compliance

PCI-DSS Compliance
Intrusion Prevention (IPS)
Enterprise Security Training

Network Mitigation

Global Headquarter

1307 E. Millbrook Rd.
Ste C-106

Raleigh, NC 27609
Phone: 1.919.876.4000
Fax: 1.270.568.8907

Africa

106A Eti-Osa Way
Dolphin Estate

Lagos, Nigeria

Phone: 234.1.873.0931

North America

m, NC 27705
:1.919.479.5588




